Mailock And Microsoft Purview Encryption: Fact Sheet

End-to-end encryption

Custom branding

Scaled delivery

Multi-tenancy/brand

Recipient authentication

Message revoke

Audit trails

Trigger words

Read notifications

Engagement analytics

What is it?

AES-256 end-to-end encryption
obscures message data using
military-strength algorithms

Customisable templates allow
you to brand secure emails sent
out from your organisation

Support for high-volume delivery
means no hard ceiling on message
volume or message throughput

Add multiple brand instances to a
single appliance for the delivery
of secure email using multiple,
separate brands

Require recipients to authenticate
their identity to open a message
(e.g., SMS, Q&A, Unipass ID)

Administrators and senders can
revoke access to secure emails
regardless of recipient
infrastructure

Senders and administrators can
view audit trails displaying
timestamps of send and read
access for their sent messages

Set custom keywords that trigger
a warning if they appear in an
email that could be sent
unsecured

Read notifications tell senders
when secure emails are opened
regardless of recipient
infrastructure

Administrators can access
accurate open rate and
attachment download analytics
for reporting

Microsoft Purview

What d it do?
atdoes it do Message Encryption

Encryption protects emails from
interception in transit

Branding creates a consistent
experience for your customers

Scaled delivery capabilities
enable you to switch from
confidential print and post to
digital recorded delivery

Enable multiple brands, sub-
brands, or clients to send secure
emails using shared infrastructure

Authentication protects emails
against inbox attacks and ensures
compliance with
ESMA/FCA/MIFID Il proof-of-
delivery obligations

Unilateral revoke helps
organisations to comply with ICO
guidelines on responding to an
email breach

Audit trails help with litigation and
ensure compliance with
ESMA/FCA/MIFID Il proof-of-
delivery obligations

Trigger words prevent sensitive
data from being sent unsecured
by company employees

Read notifications empower
senders of secure emails to
follow up with recipients at the
right time

Open/download analytics show
you how your secure emails are
driving recipient engagement
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